UCLouvain -
Crypto-group ::: 2,

B UCLouvain £

Low Latency Hardware Masking

On how to build (relatively) low-cost and order-independent-latency
masked designs

ltamar Levi,
June 2019




B UCLouvain

* Based on a work by (available on eprint):
* G.Cassiers, B.Gregoire, |. Levi, F-X. Standaert.

* In Short:
* Hardware efficient masking...
* low-latency, low rand. requirements, easy-to-use code/design

* Onthe long run:
* We are using these methodologies and primitives with other technique,

* to mask Clyde (from the NIST submission Spook) and,

* for an on going work on composability...
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Outline:

Motivation

* Necessary background — masking, in HW/SW & tradeoffs
* Improved gadgets on HW

* Building a BC and evaluating its performance

Discussion
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* Main motivation:
 Building physically-secured devices
Currently, it is “possible”. But, the cost is high...

The Internet-of-Things
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* Main motivation:

* Building physically-secured devices
Currently, it is “possible”. But, the cost is high...

The Internet-of-Things

* The limiting factors:
* Cheap

* low energy/area requirements
* Low-latency

* Devices are highly accessed and exposed

* Now, zooming-in on high-order masking countermeasures..
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rand.
r A N
Masking: X = xl@xz@m@ Xg + independence condition.

We need to build logic (e.g. S-box ...) z = S(x@k) = S(y)

* Linear operations (i.e. XOR): O(d)
* Non-linear operations (i.e. AND): O(d?) a;by _a;b; a;bs 0 n n| [a]
azbl azbz a2b3 + |1 0 Bl = [CZ
ha3b1 a3b2 a3b3_ __TZ 1‘3 0_ C3_
* Quadratic overheads + Mrand. partial products refreshing  compression

ISW|[Crypto03]: Secured AND gate

* Many extensions/ improvements
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Masking: X = x1Dx,

1-bit, d=2-shares example, Assuming:

* Independent leakages
e n~N(u,o).
* Univariate

@@@@
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SRR e

x=7 e e e
(2, } =10,0NA s

0 : C

Secret independent means .. u,= u,

Secret dependent variance .. 0,# o,

d=2 - “secured” up to the (d-1) statistical order-> u
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* Security models and definitions:
* Probing model: The adversary cannot learn anything unless she

measures with (at least) d probes
X=x1Dx,D.Dx;—>x=x1Dx,D...0 x4

* Proving a specific gadget is probing secure is not enough to compose
complex circuits with those instances and guaranty security I

* e.g. shares-refreshing is needed between gadgets

* What if we want to save some randomness/ remove registers...
Better definitions are needed.

* Many simulation based definitions were propose to aid in this task:
NI, SNI, MIMO-SNI, PINI and f-NI

* The goal: if a gadget meets (one/some of) these
definitions we can compose with it..

* In this work we only make use of such composable gadgets @@%
round ts ’ :
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How to implement ?

e SW
e Slow
* Hard to get “cheap” randomness
* Less energy efficient than dedicated HW
* Hard to add special SCA countermeasures

e HW/ future ‘SW'.. SPARTAN-8
FPGA
* Fast —

* Cheap True randomness
* Flexible — we can stack additional countermeasureg

¢ Format: opcode rl, 12, 13

AL

U op

Register File 3 +
Instruction [ 7] ReadReg 1 Read » Zeto
Read Reg 2 Datal
—p Wiite > ALU
Register Read
—| Write Data Data2
Result
Register
Write
D
D Q| —
CLK -
Ql—
'
t

Intel” Xeon
Scalable processor

with integrated
FPGA

@@@@
round ts
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 [ISW]-"“asis”.
* Isan “SNI” mult. Gadget
* How to refresh/How to compose ?

a.3b1 a3b2 agbg =T 13 0

ab; ab, aybg 0 n n 1
[GZbl azbz agbg +|—nNn 0 = Cy
3

/N

refresh

G_d/- D D agbg agh; _ aghy 0 : , .

 Double-SNI / Faust et-al. i i@{? - - mj@ [;{ g } i @i
[/

* One input refresh is enough..
& t _.irr’
i

e Use another SNI-refresh (trivially, just use ISW)

* How to implement this in HW ?

@@@@
round ts
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 [ISW]-"“asis”.
* Isan “SNI” mult. Gadget

* How to refresh/How to compose ?
refresh

il

s, =21

a2 |;| ooy o N\
* Double-SNI / Faust et-al. = ﬁ_t@ g °" mj@ [
* One input refresh is enough..
e Use another SNI-refresh (trivially, just use ISW)

3d regs
d(d+1) xors
—> fair comparison

* How to implement this in HW ?

2d regs
d(d+1) xors
1 cycle on DP

@@@@
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ajh; ayby, apb; 0 n n Cq
« How to implement this on SW/HW ? Gy dzhy apbs| 41 0 m3il=fiC
Cl3b1 ﬁ'3b2 ﬂ3b3 = I3 0 C3
/\
. ®
* SW —operands are too big...
* Need to chunks things up This is the (serial) HW counterpart..

1: eg=a-b

(b) Serial Barth. et al . + one-input refresh (adapted to HW context)

@@@@
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* How to implement this on SW/HW ?

* SW —operands are too big...
* Need to chunks things up

1: eg=a-b
2: €3 = a-rot(bh,1)
3: ey =rot(a,1)-b

T -

@@@@
round ts

ajh; ayby a;b; 0 n n Cq
a2b1 szz Clzbg +|—n 0 (= Cy
a3b1 ﬁ'3b2 ﬂ3b3 = I3 0 CB
/N
This is the (serial) HW counterpart..
a
® o1
{.’i— d 2d ~
\ J \\}
217_3_ d |2
d |A
(b) Serial Barth. et al . + one-input refresh (adapted to HW context)
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albl albz a1b3 0 rn o nrn C:]_
* How to implement this on SW/HW ? Ggby azb; “azbs|+ |71 0 13(|=]1Cs
Cl3b1 a3b2 f!3b3 = I3 0 C3
/N
. ®
* SW —operands are too big...
* Need to chunks things up This is the (serial) HW counterpart..
1: eg=a-b _J ) B .
2: ¢3 = a-rot(h,1) A lal \ ,g
3: eg =rot(a,1)-b @ r é
£:1dj=¢c;Br 4 7 B Zd - d
5: dp = d| & ¢ ; \ . Q Red]uced
cycles —
6: d3 = do & 3 ‘ bz,—t— p \ \\ d depznds ond
7. dy = d3 & rot(r, 1) ‘ A 8 )
8 r= d:L
9: return x ”

(b) Serial Barth. et al . + one-input refresh (adapted to HW context)
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* How to implement this on HW ?

* HW — operands are too big ....
e Cool —let’s go parallel.. UMA

* Did not consider needed refreshing ...

@@@@
round ts

a b
] | |
| | | | 1
v Pseudo- Half- e
Complete Complete Complete Incomplete
oh Pt l
137 A7

a

b

Perf.: 5 cycles

g Gen:d*log(d)+(d-1)/41*d -upto- d(d-1)/2
\@—‘ |;| d d
# A A

(c) UMA
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a b
| ] | I
. . ] ] | | | | ]
* How to implement this on HW ? Complete [f|  Poewdo | | Hall | pompiete
* HW — operands are too big .... q
e Cool —let’s go paI'HIIEI.. UMA Perf.: 5 cycles
Gen:d*log(d)+(d-1)/41%d -upt

* Did not consider needed refreshing ...

soe
Instantiated in parallel
HW - prop. to d/4 times

Redluced d d d d d
cycles —
s A A A A

pends on d|

round ts
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Generally, this is the tradeoff we will get:

* HW
e ~Order-indep. latency
e Pay on that in Area..

Area [kGE]

* SW

1,300
1,200
1,100
1,000

100

L
01 2 3456078 9101112131415

—o— ASCON-UMA 64 S-boxes
®— ASCON-DOM 64 S-boxes

Protection order

A unified masking approach

[H

annes Gross, Stefan Mangard]

* Unacceptable latency with increasing d (for certain applications)

@@@@
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How Fast Can Higher-Order Masking Be in Software?

Throughput [Mbps]

clock cycles

2,500

2,000 f{ \

1,500

1,000

500

3,000

2,000

1,000

0_

.

~a— ASCON-UMA one S-Box —e— 64 S-Boxes
#— ASCON-DOM one S-Box —+— 64 S-Boxes

*———

23456078 9101112131415
Protection order

— ISW FT
ISW HT
ISW EL

— CPRR

i [ 5
d

10

Fig. 2. Timings of ISW and CPRR schemes.

[D. Goudarzi, M. Rivain]
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 So what will we do ?

1. Build more HW efficient gadgets o
1. Multiplication

2. Refresh
2. Reduce randomness cost

3. Utilize the asymmetry of the 1-input refresh for more efficient
Sboxes

4. Build a nice and generic/modular code & Implement a system

@@@@
I round ts
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Multiplication

* Removing output register — still composable

r . Rnd.: ¢+ d(d-1)/2
ACy 1 J
Refresh ghidget

- Off-path: Fig. 6
- On-path —

/d A
a d [ aobo aob1 ) aobd,1 B
ek g
r‘_. e ey Bk

b ¢ 11/ & 31.1--1130 : ad—.l"bd-l &’

mirror
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@@@6;9
round ts

o o

b, agh,  aby, 0
' ay b, - ag1by (F non ..0 (I‘,
AN

mirror

Multiplication

A word on composability on FPGA and making sure we do not do dangerous things ...

JActel

o

=77 & XILINX .
/AVOTS RYA\ i
now part of Intel . =

a,, a,,a; > a,d,,a,3; in a single LUT is DANGEROUS ! We have no control..

On many parts of the design we need to restrict the tool optimization
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Multiplication

l {'Eiiilrb<j%ffgj)gfff%%i)EZEEE::,£EEE§:>
round ts

b, agh,  aby, 0 \\1 T
)[ ' }GB[ \J% *¥B}
g by - agbed 4 | .0 d.‘
AN

mirror

a,, a, ,a3 2 3,3, ,2,3; in asingle LUT is DANGEROUS ! We have no control..

On many parts of the design we need to restrict the tool optimization.

- On the tool - prevent LUTs merging and FFs optimization, and on the design:

“ifdef ISW

genvar 1,];
generate

for(i=0; i<d; i=i+l)
begin: ParProdI
for (j=0; j<d; j=j+l)
begin: ParProdJ
(* keep = " ' *) wire mult wire ;
assign mult wire = inalil & inbI[jl;
end
end
endgenerate

generate
for(i=0; i<d; i=i+l)
begin: RefreshedI
for (j=0; j<d; j=j+l)
begin: RefreshedJ
(* keep = " " *) wire rfrsh wire ;
if (i!'=]j) begin
if (i>j) begin
assign rfrsh wire =
end
else begin
assign rfrsh wire =
end
end
else begin
assign rfrsh wire = ParProdI[i].ParProdJ[j].mult wire; end
end
end
endgenerate

ParProdI[i].ParProdJ[j].mult wire * rin mat[i][]j];

ParProdI[i].ParProdJ[j].mult wire A rin mat[i][3];

v/
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e Refresh —we compare to..

e Low cost HW version of ISW

* The randomness cost is d(d-1)/2

—> fair comparison
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Refresh
* Saving randomness (thanks

Gaetan.C/Benjamin)

* Some intuition

 Verifying with MaskVerif
* Removing unnecessary

computations off the critical path

@@@@
round ts

d=2
{sharas)

d=3
(shares)

RIS

Off-path

B‘—‘Dm‘
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Refresh
* Saving randomness (thanks

Gaetan.C/Benjamin)
* Some intuition

 Verifying with MaskVerif
* Removing unnecessary

computations off the critical path

.@@@@
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Off-path

e .@‘Oﬂ“—pa‘rh

Off-path

{sh.a.l;as]

e

On-path

s bl

p{] =

iea=aqaay

A

1t s ST

i 3,

Off-path

Off-path

d=2.%

= = T i
{shares)
On-path nr B‘-‘D m’

Off-path

B—Dm'
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Building up Sboxes %C A\Tﬂ; M 3%; T:
A i 3
» Make use of inherent = N AN A B@w e
asymmetry of one input g

refresh



W Objectives : QQOQ

=
| e
i

Building up Shoxes =1 LEL -

2

« Make use of inherent 2| D = "

>
D

 AD=3
=
- =
=Y AD=4
/

A 0 AD=3

AD !=2'on one of the outputs
Equal pert. and reduced #ANDs

(c)

asymmetry of one input

refresh

i D |E]I>w| D\/




Objectives : QQOQ

Building up Sboxes J%C /__\LEL - - &}?j :\ﬂw
* Make use of inherent 1 mh 2 &}_ T ans
= P _Q AN =
asymmetry of one input @ - B L
depth 0 == [
: deplil = ' AD=4
refresh - - o | =D
* To reduce latency jib:ﬂ9 | A A0-=3

AD !=2'on one of the outputs
Equal pert. and reduced #ANDs

(c)

* or, to reduce and

depth 5

counts

(d)
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Sboxes are typically logical (LUT) and not topological...
* Ko Stoffelen - build a tool to generate circuits representations

* Input to a SAT solver

* What the tool generates

e Constrained structure equations with

unknown coefficients coefficients

 What does the SAT solve

* Coefficients to match the LUT x,y pairs..

e Let’s modify the tool ....

* Well start with simple 4bit Sboxes - Depth (MD) 2, 4 ANDs

Xn-1 i@- Ea : y;:—j
SLE2Y )
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Our test case - PRESENT

- o =11 F x93

- g = 70 P T3;

- o =11 P ao;

Backg
round

@@ Concl.
ts

- Iy =10 P 135

- go = ~lo; - gy =I5 P to; - go = ~lp; - s = ~ly;
-l =10 F 245 - ta = qgs ® qr; - g1 = ~Tn; - lg =tp P ta;
- g1 =~y - lg = 3 B to; - to = qo® qv; - gs =I5 P lg;
- to = o @ q1; -y = to & ta; - i = ro P xa; - gy =11 Py
- lo = q1 D xa; - Yo = lg B l7; sy =11 & xo; - t3 = geOgr;
- ga = la & to; - g = T0 P T2; - lg = 12 & to; -y =l P ta;
- g3 = ~I3; - lo =17 P ta; - ga = ~lIs; - Yo = T3 P l7;
- t1 = g2 @ ga; -y =g P lo; - s = x0 B xs; -z =1 P ty;
- 4 = ~I; - o = ~lo; - gz =la P lp; -y =1 B ls;
- tg = qq4 @ I1; - 111 = lio Pty - 11 = q2® qa; - Yya =1y Fia;
- ls = qo & x3; - ya =l Pis; - g4 = reTa; - Yz = la G ta;
-1y =toFta; - 1o = xp F 73 + ta = quDimy;
- gs = la P ly; - Y3 = lia Pt

(a) (b)

Fig. 8: PRESENT S-box AND depth 2 and 4 AND gates. (a) SAT solution with-
out logical manipulation. (b) SAT solution with asymmetric-structure. XOR,
AND and NOT are symbolized by 4, @ and ~, respectively.
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@@@6@
round ts

C Additional AND depth 2, 4 ANDs, 4-bit (manipulated)

* Itis a generic solution S-boxes
Rectangle S. Rectangle Class-13 S. Class-13
* For many good Sboxes ., _ ... oy o = 20 & o iy

* Finding solutions with

the tool for larger ones

- Iy
-l =P x
. J.r-3 = Eo 'ﬂ-s Ty
-+ g1 = ~(lp);

- to = qo @ q1: )
sy = ~(rg b rah

lo =20 & 22

dp = 11 B 22
. El = I‘D & ag
g = o By

tp = Tg & x3;
g2 = ~Ip & fo;

-l =g P xa;
sl = $ rg;
+ Iy = qo B xa;
- 1 = ~la;

-+ to = qo @ q1:
* 2 =
- (3 = ~T3}

-y = 11 & s
. J_r-]_ = EQ 4 rg;
s Iy = xp D xs;
— CI-.

= l1 & 23 @ to; ??[? = (p O L1

?0,.]'. ; © g3 = ~1Ig & Ta; c g = laP x3 Bty
. -+ s = ~(la); -t = 2 & g3; P i =g f.:.i'_f}e,-' - 1y = g2 & g
/h|gher Depth - becomes =00 gs: . qi :?‘Eﬂ-’o 3—9-'11 ?4 . Nj_?.SH-‘_P ; . qi = ["I‘EEQ_.' k
" s = :Go_ﬂﬁ T3); .ty = qu O T3 _ E; - E;"—I—fzg + g5 = %o B lo;
hard B qoa . BShOh g _lhen RO
ard. 2 = 94 2453 © g7 = ~Tg;  HE S B 3 =1 By
Qe =lo BT Bty .ty = g5 O gy S <y =13 Bty

sy = f-l EEZ';?.’;_:,.'
. tg = (g =) g7,
. f—g — !‘-1 & f-g:
~ Yo = lo Bto ®la:
- = I3 Bl Bia;
< y2 =11 B3 Do
- Y3 =11 @io B ta;

s Yo =l Bt B tal
-y = la B to;
- Yo =11 D ita;
- ys =11 Bt Pty

-ty =g & g7 .
cyYo=la Dty Bty 6= T2D103
» 1 =lo B la: CH = L0 0T
s Ya =11 Pty By T
: E’E = ;1.}1 t’rlﬁ;?l.‘g '%E'E%-z: ‘Yo =T2Br3BLB

= Ia & g

g6 © qr;

cyy =1 @l



Objectives

It is a generic solution

Skinny 5.

. Q'I = Iy EE.‘;T?“];

* For many good Sboxes

-t =13 © 1!
C =19 Py Pty .

- T, = @ O Tp;

* Finding solutions with

* 4 = T3]
* 5 = ~ZTp &P T3]

+ 1o = Ga g5l
» lp =11 @ ta;

the tool for larger ones

/higher Depth - becomes

+ @7 = T1 D Ta;
© Qg = ~q1 BgrPtar.

fs = s © g7t

Jl :-{-D(-E'fﬁ.

s Yo =0 %’Jtd & ta;

hard.
 And of coarse we have

the SPOOK Sbox..

©UYg = T P to;

© Y2
* Y3

Skinny S—1.

» {fy =T P I3l

qo = q1 & Ta;

- To = qo @ q1;
cdp = 1o P
* o = ED & tD_:.
+ (g3 = ~I3;

- 11 = @2 © gs;
. fl = Ts P Iy

5 = ~ly;

+ fa =19 & g5
Yo = To b 23 B lo; .
.t x

ge = lo & T2 B 1a;

- {7 = Ip & T
- t3 =g © qr;
© Yo = 21 P ta;
Y1 =q1 Blo Dl D

ta;
ro Bl P ta;

o b g1 b to;

iClass13 5.

« lg = T2 @ T3;

lo =7y B ra;

* o = ~T1;

- g = qp © 23;
+ g2 = Iz & to;

- 3 = ~ry;

- 11 = g2 O qa;
 qq = lo;

* s = ~T1,

—h,
%]
Il

g4 © gs;

. f-l :tD&EtQZ

- Qg = ~TgPradly; .
© g7 = T & lo;
- 3 = g6 © q7;
s Yo = QBT Pl B,

to;
Y1 = g7 B ta;

s Ya=lo Bl

Y3 = l2 & 11 B is;

@@@@
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Prost 5.

s =Ty & ra:

*qo = q1 P Ty

» to = qo @ qu;

g2 = ~q1Br3dto;
. fl = (g (2 Tg;

4 = Tp & aq:

* {5 = ~To;

-ty = Q4 © gs;

- Iy = tg B ta;

- s = o P o,

ts = gg © Ts;

s Yg =1 & ro fj.
“ Y1 =qo D T3Dly;

Y2 =q1 Btobt1 b
ta;

- Yz =q1 D1 D t3;
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* And, a full architecture..

* Parametric: g
* SERIALIZATION / d / refr.
128*d
|Plai11text
ék div clk div
_L ¥ clk = - J
O’
?Ha_ 0..(NT,+SER-1)
o= clk div
round_cr}t—mask
- >3
128*d - xe. s
e 7 12 M, AAIAINE
E ! £
128%d, G| |51%q &
A

clk div—




B Area bottleneck :

Spartan 6 LX75 FPGA, Xilinx
 SERIALIZATION

* Fully parallel (SER=1)

* 5 cycles/round

d=6
50% limit

d=10
~90% limit

@@69@
round ts

SER=2

6 cycles/round

d=10
~70% limit

SER=4

d=10
~40% limit

SER=8

12 cycles/round




Latency and randomness :

Total latency Comparison

600
= Faust et-al.
500 - —=—Proposed | //"E
el
% 400t o
g\ ﬁﬁr /"}]
o s = e
qF 300 5—— e
- o o
200 T
| — e == _‘-‘3_'-'_-'- 2
100"
8

) N 4
Sertalization Factor

(a)

@@@@
round ts

Considerable latency and randomness savings for the whole cypher

«10* Total randomness Comparison

—=—Faust et-al.

‘ & Proposed A
10 <
¥ ]
= /‘/@/
o ;
E /’E// /,.-Q'/-l
F* 5 E/E/ 'M,E:’
-Ff'-:‘_e\,,-—f"?-’\-—',r
) J{:ﬂ:fez’/ﬁ
0 e ﬁ&:_ = f "
2 4 6 8 10 12 14
d
(b)




Il Randomness throughput : [t D e o Yo

#rand-bits/clock-cycle
SER=4 ; -a-Faust et-al., SER=1
_=  SER=8 « d__.Faustetal, SER=1
.- —-o--Faust et-al., SER=2
. . dmay, Faust et-al., SER=2
= o= Faust et-al.,, SER=4
" dma)" Faust ct-al., SER=4
—e—Faust et-al.,, SER=8
- dmax, Faust et-al., SER=8
& Proposed, SER=1
. dmay, Proposed, SER=1
1 |--=--Proposed, SER=2
. dmax, Proposed, SER=2
- ® -Proposed, SER=4
« d__, Proposed, SER=4
—=—Proposed, SER=8
' dmax, Proposed, SER=8

2. SER=1 . B,

randomness-throughput

12 14




W Higher security per area: [t D e o Yo

+ We can get more per area, not just latency..

Area Utilization 25% - Spartan-6

12 | | Faust et-al.
I Proposed

1

. 2 - . 4 8
L Sernialization-Factor



W Latency break-down: OQOQ

* Less on computation and considerably less on refresh

Faust et-al. - 384 cyeles (SER=4, ¥ d) Proposed - 224 c¢veles (SER=4, ¥ d)

serialization & synch (33%)

refresh (14%:)

refresh (33%)

compute (33%) serialization & synch (37%)

Fig. 13: Total latency cost (#Cycles) break-down to {computation, refreshing,
and synchronization} components vs. SER for a full eneryption: (a) Faust et
al. design (b) The proposed architecture.



W Security evaluation: OQOQ

« Just ataste... (d=2)
* Afully parallel design ..

Mean leakage

1000 i 4

2000 ‘-,E 2 4
3 0 - P
L £ s
§ 2
E: = 2000 1
-] A

= 4000 -
\ ) 100 150 ‘.’\l)‘.) 50 300
G000 time samples

5Box




B Conclusions:

« Ultra low-latency masking from composable gadgets

* The gadgets enable considerable savings on higher hierarchical levels
* Reduced area utilization:
* Larger security order /area

* Reduced randomness cost and randomness throughput (from e.g. a TRNG)



Thank you



